DHCP (Dynamic Host Configuration Protocol)
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(Dynamic Host Configuration Protocol)
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Message | Description

Discover | A client broadcasts to recognize

SCErVveErs.

Offer Servers respond with proposal of
parameters.

Request | The client broadcasts to the
preferable server. An mmplicit
decline to others.

Ack The server assigns an I[P address.

Nak The server rejects the request
from the client.

Declme The chient found a problem with
an assigned address.

Release | The client returns the assigned
address before its lease expires.




'1) DHCP Operation

The client broadcasts a DHCPDISCOVER message on its local physical subnet. The
DHCPDISCOVER message may include options that suggest values for the network
address and lease duration. There may be more than one DHCP server on the network.
For this broadcast message to be communicated over all subnets of this network, DHCP
servers just running as forwarding agents are required on the switches, bridges,

routers, etc.,

Each server may respond with a DHCPOFFER message that includes an available
network address. Since the client does not have any address yet, the servers broadcast
their response on the whole network. The client's name and hardware address are
included in the message so that two clients' asking for network address at same time
can distinguish the messages.

The client receives one or more DHCPOFFER messages from one or more servers. The
client may choose to wait for multiple responses. The client chooses one server from
which to request configuration parameters, based on the configuration parameters
offered in the DHCPOFFER messages. The client broadcasts a DHCPREQUEST
message that includes the server identifier to indicate which server it has selected.




1) DHCP Operation (Cont.)

Tile servers receive the DHCPREQUEST broadcast from the client. Those servers not
selected by the DHCPREQUEST message use the message as notification that the client
has declined that server's offer. The server selected in the DHCPREQUEST message
commits the binding for the client to persistent storage and responds with a DHCPACK
message containing the configuration parameters for the requesting client. The server
also send the time period for which lease holds. The client needs to renew the lease
before the lease period expires.

The client on receiving DHCPACK checks if the network address committed to this
device is already in use by some other device. If so, then it sends a DHCPDECLINE
message to the server. In this case, the client starts the whole procedure again for
attaining an address. If the address is not being used by any other machines, then the
client will use that address and also use the parameters sent by server for setting
different network parameters.

Once the client no more requires an IP address, it may choose to relinquish its lease on
a network address by sending a DHCPRELEASE message to the server. The server will
then include that IP address in its pool of allocatable addresses.
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" 015A0M3210 Shell Prompt (RPM)
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== 1‘1%}ﬁ1ﬁ J rpm
" M13AANI910 XWindow
— INLUY System Settings% Add/Remove Applications

* 318N13 Application —> Network Servers



N13A929UAANI DHCP 12263

. A53990U10 shell prompt
J rpm —q dhcep
2. 13909V 1D XWindow
i NLNY System Settings% Add/Remove Applications

*  318M7 Application —> Network Servers

rootd@ training:~

File Edit View Terminal Tabs Help

[root@training ~]# rpm -q dhcp
package dhcp is not installed
[root@training ~]# I




M333a9UV1ND XWindow

Network Servers Package Defails |

A package group can have both standard and extra package

| members. Standard packages are always available when the
Add or Remove P: package group is installed.

Select the extra packages to be installed:

This package g
ot

vnc-server - A VNC server.
] openldap-servers - OpenLDAP servers and related files.

[»)

[] News Server

This group alloy
Server. [] netdump-server - Server for network kernel crash dumps

Network Servers [[] amanda-server - The server side of the AMANDA tape backup system.

[ radvd - A Router Advertisement daemon.
These package

DHCP, Kerberg [] freeradius - High-performance and highly configurable free RADIUS server.
Legacy Network Sery [] quagga - Routing daemon

These package) O dhcpwb - DHCPvE - DHCP server and client for IPvb

such as rsh ang L] krbS-server - The server programs for Kerberos 5.

Devel opment ] ypserv - The MIS (Metwork Information Service) server.

[] dhcp - A DHCP (Dynamic Host Configuration Protocol) server and relay agent. [+

[] Development Tools

i Package Information
These tools inc g

e Full Name: None
Size; Naone

x
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N5AANIDN Shell Prompt (RPM)

1Nisunsa DHCP ogiluneiuii 3

Jvunounanuilueat :

:lm‘; mount cd-rom 611! FC4 mmz"!aiﬁuﬂmwmzﬁzuu mount
lvionluaia

root@ training:/media/cdrom/Fedora/RPM5

File Edit View Terminal Tabs Help

[root@training ~]# mount /media/cdrom

mount: block device /dev/hdc is write-protected, mounting read-only

[rooté@training ~]# cd /media/cdrom/Fedora/RPMS

[root@training RPMS]# rpm -ivh dhcp-3.0.2-12.1386.rpm

warning: dhcp-3.0.2-12.1386.rpm: Header V3 DSA signature: NOKEY, key ID 4f2at6fdZ2

Preparing... HEA RS AR AR AR A AR AR R AR AR R R AR [100%]
1:dhcp RER RS A RS AR AR A AR AR R AR R AR AR SRR REE [100%]

[root@training RPM5]# rpm -q dhcp

dhcp-3.0.2-12

| [root@training RPMS]# |

Ll
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Jashallanevdlnte /etc/dhepd.conf aaadea vi fadl
® vi /etc/dhcpd.conf

=K

Jselaalulwaasoud N viiiunnlwdaa Esc, Shift +: , w

(130 wq)
. 9} S ° ° d ° °
a1y Esc, Shift + : , i A® ©ONDIN vi LU ignore
I Restart DHCP aafd3

® /etc/rc.d/init.d/dhcpd restart



File Edit View Terminal Go

ddns-update-style ad-hoc;
subnet 192.168.1.0 netmask 255.255.255.0 {

Help

option routers 192.168.1.1;

option subnet-mask 255.255.255.0;

option domain-name "mydomain.com";
option domain-name-servers 192.168.1.2,192.168.1.3;

range 192.168.1.11 1592.168.1.100;

default-lease-time 216000;

max-lease-time 432000;

LN




D13 Start dhep

root@ training:fetc/init.d

File Edit View Terminal Tabs Help

[rooté@training init.d]# service dhcpd start &)

starting dhcpd: [FAILED]

[root@training init.d]# /etc/rc.d/init.d/dhcpd start

Starting dhcpd: [FAILED]

[root@training init.d]# /fetc/init.d/dhcpd start (.

Starting dhcpd: [FAILED] ||

[root@training init.d]# |} ]
f|:| Service Configuration E]@E]ﬁ

Eile View Actions Edit Runlevel Help
>
> 0 ® o
Start  Stop Restart Save Rever
Currently Running in Runlevel: 3 Editing Runlevel: 3

— Description
cups-config-daemon dhcpd provide access to Dynamic Host Control Protocol.
L] daytime

L] daytime-udp
L] dc_client
[] dc_server

dhepd

[ dhcrelay & oK
[ ] diskdump b STatus
dovecot ‘ ‘ dhcpd is stopped

0 dhcpd failed. The error was: Starting dhepd: [FAILED]




‘ﬂﬁyﬁ1 dhcp U Fedora Core 4

e 913N5 enable 1UJ5Un54 SELinux 289 UWnIUY default
Az 14 lia1350 start dhep 10

ad Y cé =~ . . Y

. ABUNMeKHINOMS disable 1151N54 SELinux 78013
aauIlnAIN 118 /ete/selinux/config Jaaiviualiin
SELINUX=disabled

R Y Y a0 . Y
. %300 100UNTNAENMIABUNNA1U9 SELinux 1%
813159 start dhep 10
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root@training:~

File Edit View Terminal Tabs Help

[root@training ~]# service dhcpd restart =
Internet Systems Consortium DHCP Server V3.0.2
Copyright 2004 Internet Systems Consortium.

All rights reserved. ||
For info, please wisit http://www.isc.org/sw/dhcp/
shutting down dhcpd: [ OK ] —]
Starting dhcpd: [ OK
k[rﬂﬂt@training ~]# I -

—_

Stat Stop Restart

Currently Running in Runlevel: 3 Editing Runlevel: 3
cups (~]  Description
fig-d I dhcpd provide access to Dynamic Host Control Protocol.
cups-config-daemon

[] daytime
L] daytime-udp | Information

[ dc_client
c_clien dhcpd start successful
L] de_server @

B dhcpd

[] dherelay @GK
L] diskdump =

[ dovecot ”| |




adl Foot@ proxyl:/etc

Eile Edit View Terminal Go Help
ddns-update-style ad-hoc; [#]

option domain-name "mydomain.com”;
default-lease-time 216000;
max-lease-time 432000;

subnet 192.168.1.0 netmask 255.255.255.0 {

option routers 192.168.1.1;
option subnet-mask 255.255.255.0;

option domain-name-servers 192.168.1.2,192.168.1.3;
range 192.168.1.11 1592.168.1.100;

N

subnet 152.168.10.0 netmask 255.255.255.0 {

option routers 192.168.10.1;
option subnet-mask 255.255.255.0;

option domain-name-servers 192.168.10.2,192.168.10.3;
range 192.168.10.11 152.168.10.100;
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loption domain-name: “FolANMIHN” : Folamunaalviny
1n504 Client

v
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:loption domain-name-servers : i1 DNS N2181%i1A599 Client

:loption routers : Gateway Nazae]¥NY Client

:loption subnet-mask : A1 Subnet mask Naza181% Client
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