FTP (File Transfer Protocol)
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FTP : File Transfer Protocol

® FTP stands for the File transfer protocol and is used to transfer files

between an FTP server and another computer.

® In the past, FTP was much more common than it is today and was

the dominant file transfer mechanism on the Internet.

® FTP is still very popular today when a service requires that a lot of

files be hosted for other to people to download.

® FTP also tends to be faster than other contemporary methods of

transferring files because it was designed to do so.



FTP : File Transfer Protocol
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FTP : File Transfer Protocol

hat is FTP (cont.)

® FTP is a TCP based service exclusively. There is no UDP

component to FTP.

® FTP is an unusual service in that it utilizes two ports, a 'data’

port and a 'command' port (also known as the control port).

® Traditionally these are port 21 for the command port and port 20
for the data port. The confusion begins however, when we find

that depending on the mode, the data port is not always on port

20.



FTP : File Transfer Protocol

qJow It works

— A client

e |nitiates a control TCP connection
— Port 21

e Sends user identification and password
« Sends command to current directory
— A server
* Receives a command,
* Initiates a TCP data connection to the client side
« Sends data to the client (one file each time)
» Closes a connection
* Open a new connection if another file is required

— The control connection remains open
— The server maintains state about user

e User account
* Current directory
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Active FTP

= |n active mode FTP the client connects from a random
unprivileged port (N > 1024) to the FTP servers command

port, port 21.

= Then, the client starts listening to port N+1 and sends
the FTP command PORT N+ to the FTP server.

= The server will then connect back to the client's
specified data port from its local data port, which Is port

20.



Active FTP

From the server-side firewall's standpoint, to support active mode
FTP the following communication channels need to be opened:

FTP server's port 21 from anywhere (Client initiates connection)
FTP servers port 21 to ports > 1024 (Server responds to clients
control port)

FTP server's port 20 to ports > 1024 (Server initiates data
connection to client's data port)

FTP servers port 20 from ports > 1024 (Client sends ACKs to servers
data port)
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Passive FTP

" In passive mode FTP the client initiates both connections to
the server, solving the problem of firewalls filtering the
Incoming data port connection to the client from the server.

When opening an FTP connection, the client opens two
random unprivileged ports locally (N > 1024 and N+1).

The first port contacts the server on port 21, but instead of

then issuing a PORT command and allowing the server to

connect back to its data port, the client will issue the PASV
command.

The result of this is that the server then opens a random
unprivileged port (P > 1024) and sends the PORT P
command back to the client. The client then initiates the
connection from port N+1 to port P on the server to transfer

data.
ISsuing = msyaseaen



¥ ) Passive FTP

* From the server-side firewall's standpoint, to support
passive mode FTP the following communication
channels need to be opened:

= FTP server's port 21 from anywhere (Client
Initiates connection)

= FTP servers port 21 to ports > 1024 (Server responds
to client's control port)

= FTP server's ports > 1024 from anywhere (Client
Initiates data connection to random port specified
by server)

= FTP servers ports > 1024 to remote ports > 1024
(Server sends ACKs @and data) to clients data port)



Passive FTP

Serwver Client
20 21 l10Za 10z7
Daka Cmd Cmd Daka
2024 .
1
e
—
2 [~




FTP Softwares

= FTP Client

= Command line

= gftp

= WS-FTP Pro

= Cute-ftp

= FTP #1u Browser

= FTP Server
— FTP flundu IS
— WS_FTP Server
— Serv-U---FTP Server for Windows
— ArGoSoft FTP Server
— Wuftp
— Vsftp



Uszinnvesaenduluusns FTP
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MSASIVTOVINNAANG vsftp 110N 13

M333adUN shell prompt
—  #rpm —q vsftpd
" A939a9U91D XWindow

—  INNYSystem Settings% Add/Remove Applications

e 18N Server 9 FTP Server



NIAAAY vsftp 910 Shell Prompt (RPM)

root@training:/

File Edit View Terminal Tabs Help

[root@training /]# mount /media/cdrom
mount: block device /dev/hdc is write-protected, mounting read-only
[root@training /]# cd /media/cdrom/Fedora/RFM5
[root@training RPMS5]# rpm -ivh vsftpd-2.0.3-1.i386.rpm
warning: vsftpd-2.0.3-1.1i386.rpm: Header V3 DSA signature: NOKEY, key
ID 4f2a6fd2
Preparing...
HRAR AR R R R R R R R R R [100%]

1:vsftpd
HR AR R R R R [100% ]
[root@training RPM5]# cd / .
[root@training /]# umount /media/cdrom
h[rﬂﬂt@training FE:S I -




D13 Start vsttp

D13 Start 310 shell prompt

® 119 Start 910 XWindow
— System Settings%Server Settings%Services
" 115 Start 910 shell prompt AIYR1 setup

D13 start 31D shell prompt

root@ training:/

File Edit View Terminal Tabs Help

[root@training /]# /fetc/rc.d/init.d/vsftpd start =
starting vsftpd for vsftpd: [ OK ]
[root@training /]# /etc/init.d/vsftpd restart

shutting down wvsftpd: [ OK ]
starting vsftpd for wvsftpd: [ OK ]
[root@training /]# service vsftpd restart

shutting down wvsftpd: [ OK ]
starting vsftpd for vsftpd: [ OK ]
[root@training /]# service vsftpd status F
vsftpd (pid 2400) is running...

[root@training /]# I ?

L.,




N9 start 31D XWindow

Service Configuration - 0O
File \iew Actions Edit Runlevel Help

P 0 @& d @

Stat  Stop Restart Save Rever

Currently Running in Runlevel: 3 Editing Runlevel: 3

[ smb ~| ~Description
_ Vsftpd is a ftp daemon, which is the program that answers
[] spamassassin incoming ftp service requests.

[] squid
sshd
syslog
telnet
L] time

[ time-udp Siatus

L] tux vsftpd (pid 2425 2423 2400) is running...
[ ] vncserver

[] winbind ||
¥inetd
[] ypbind
L1 yum v
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D13 start 31D shell prompt AT setup

O I3 o~

File Edit View Terminal Tabs Help
ext Mode Setup Utility 1.17.1 (c) 1999-2004 Red Hat, Inc.

| Choose a Tool |

Authentication configuration
Firewall configuration
Keyboard configuration

Mouse configuration

Network configuration

Printer configuration

Timezone configuration
X configuration

<Tab>/<Alt-Tab> between elements | Use <Enter> to edit a selection




File Edit View Terminal Tabs Help
mtsysv 1.3.20 - (C) 2000-2001 Red Hat, Inc.

What services should be automatically started?

Cancel

Press <Fl1> for more information on a service.




msnouUNn vsftp

Yvlaneudlnrianuaa vsftp Av /ete/vsftpd/vsftpd.conf

) (¥} o) g'l <@
" A1 Default Ha3910NSAAAY vsftpd iy ftp 1y
— Real FTP fio dondualeiliniegluszun
* local enable = YES
— Anonymous FTP fia dendunlailin lusiegluszuu
 anonymous_enable=YES
J ) d' d' U = ¢ A
= ylamoulnnineInu User (Default) § 2 Tvlane
— [etc/vsftpd/ftpusers

— /etc/vsftpd/user_list



amuzinlumsnouiln vsfep

o>

fon NN INAUVDI A Jetc/vsftpd/vsftpd.conf HUZIAIH :
# Example config file /etc/vsftpd/vsftpd.conf
#
# The default compiled in settings are fairly paranoid. This sample file
# loosens things up a bit, to make the ftp daemon more usable.
# Please see vsftpd.conf.5 for all compiled in defaults.
#
# READ THIS: This example file is NOT an exhaustive list of vsftpd options.
# Please read the vsftpd.conf.5 manual page to get a full idea of vsftpd's
# capabilities.

#




Tla [etc/vsftpd/ftpusers ias/etc/vsttpd/user list

/etc/vsitpd/ftpusers

Users that are not allowed to login via ftp

% Jetc/vsftpd/user_list

" vsftpd userlist

® If userlist deny=NO, only allow users in this file

" If userlist deny=YES (default), never allow users in this file, and

do not even prompt for a password.

® Note that the default vsftpd pam config also checks

/etc/vsftpd/ftpusers for users that are denied.



msnounlyiily Anonymous FTP

9INHUAN anonymous_enable=YES Talvla /etc/vsttpd/vsttpd.conf

= 1 default 11t user Tia3n30 upload W& uad1d0an151 user 13150 upload 1Wald
ADIMHUA
— write_enable=YES
— anon_upload_enable=YES

—  APIMTIHA permission 1HA U /var/ftp/pub (AU /ete/ftp 1T HAMHHIVO9 Anonymous FTP
1J8eu Permission Talaue )Gh?i, others a14130 write o (757)

Yy v

v Y . YY o
=y ﬂ1ﬂ@ﬁﬂ1{l1"i user a1N1FDAIN dlrectory “lﬂﬂﬂx‘]ﬂﬁ’iuﬂ

— anon_mkdir_write_enable=YES

= Fadalasaneslvdlduane upload 1 flulaisanesudnedhinivlwadesmviua

— anon_world_readable only=NO (’laiﬁﬁﬁlu default)

Yy v

d 0
" fidesmslviananseavlvlanas Directory lanoamyiuag

— anon_other_write_enable=YES ("l?jﬁﬁ‘mu default)




msnounliiily Real FTP

" A1 Default U049 vsftp (14 Real FTP agjt1a?

— local_enable = YES



MmUYy Guest FTP

Mt riua W% user annsolasulasaneslunoula

— chroot_local user=YES (‘laiﬁd1ﬁ°lu default)

Yy v

91M99NIIH user V19AMAINITO change directory 911 home directory Y89

U

aaesldfieulanlviined :
— chroot_list_enable=YES

— {lou¥o user ﬁ%auﬁym“lﬁ’ chang directory 12l /etc/vsftpd/chroot_list (GQII?JQET 514
¢ 0 ! ¢
Ivlaauanlvia Taadwvivianazte lwlaiiily Default)

\i ) d L
U5 1AM SN UT0 user NoyaNAlR change directory a1 3lulvlanily
Default A® /etc/vsftpd/chroot_list faansesilane :
— chroot_list_f“11e="§l alnla 1w chroot_list file=/root/admin_ftp user

v d v v §
— mm"lﬂamnanﬁuum




mMsnaunlnlyiily Guest FTP (q10)

A A9

NsaINAeaM5 19 user ‘lJNﬂ‘L!ﬁ'mﬁﬂ change dlrectoryllﬂ!,m‘”

ABIM5 19 user mﬂanmmm 131 system admin ’d”liﬂiﬂ upload

T8 1) 18R w1909 anonymous fip QA e uTngail

" 1711lauTn15 anonymous fip T@ﬂiwﬂauWﬂ anonymous ftp D1 default
Aodouauainig o ao'liingu g (@remsionnsorug # 13
V19H11)

* anon_upload_enable=YES
* anon_mkdir_write_enable=YES
* anon_other_write _enable=YES
2 A2 LA Y 2 = % A
" W user MY system admim YU uag 1AWY group THuvUIN Tag i user Miilu
9y ]
system admim 1ﬁﬁﬁﬁﬂﬂgiu group AINETI IFUBIVILAIYD group Tnain sysadmim
o a S < 4 9 1 Y v o 1
" MuUAdN laisANes /var/fip (1139 /var/fip/pub tawau Teuie) Tddenanguans

sysadmin LALAHUA permission Tudumisaananla group f1N1TD write 18 u@ other
1 . 9)
Taienunso write 16



Internet Options E|

Site Options - 192.168.1.100

Hozt Info
Startup
Seszzion
- Advanced
55L

| General || Security || Frivacy || Content || Connections || F'ru:ugram$| Advanced

Settings:

[] Show friendly URLs
Shaw Gao buttar in Address bar
Underline links

() Always

) Hover

() Mever

[] Use inline AutoComplete

Usze smooth zcrolling
&] HTTP 1.1 settings
Uge HTTP 1.1
[] Use HTTF 1.1 through prosy connections
|:§j icrozaft W
[] Java console enabled [requires restart]
[] Java logging enabled

£

Uze Pazsive FTP [for firewall and DSL modem campatibilitg]

JIT compiler far wirtual machine enabled [requires restart) b

[

| »

[ Restore Defaults ]

Advanced

Server pe:; | FTF

Aytamatic detect

Host tppe:

Firewall: | HOME

W LUsze Pazsive mode for data connections

Connection retries [0 - 40 atternpts]:
Connection retry delay [5 - 300 seconds):
Metwork, tirmeout [5-2600 zeconds);
Femate port [usually 21];

F.eep alive [10-3600 zeconds)]:

T
o
IF
IT
i

1] Cancel |

Help

OF. l’ Cancel ]

Apply

AI9819MINYiHA Passive FTP
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