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�������  : http://beginlinux.com/server_training/mail-server/1065-protect-postfix-from-attack 
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=> Postfix $�4�%@3ABC;D�EF�$�4�%@'G��ก.>ก�%0ID(04%J==K)�  ก�%0ID(04��03ก�)0�ก Client 
system 1N64Nก�%;�>OPกQ�)7R�) F%5�0�กก�%=&ก%&ก3756�'%J$�;/%��* (malicious attack)  1N67*�*�4EU�;2�$.6�1N6
3'V>�.>C%�*CD� Server  XRJ3UD>3)N*-ก.> 1%.7*�ก%,��%J==0J@Iก12�EF�K%�'%J(*U>/3-�>XCD��OU.>�56> Y
1N6$�4�%@EU���>K)�  E>;-�43'V>0%��=> Postfix 4Nก�%3ABC 3 �*D�� 1N60J3%�64ก%J=->ก�%,�ก�%37�64ก�%
F>D-�E>ก�%(C�C�=ก.= 3 U>�),��ก�%=&ก%&ก  ).�>N[ 

smtpd_error_sleep_time = 2s 
smtpd_soft_error_limit = 10 
smtpd_hard_error_limit = 20 
 
=%%1.)X%ก3'V> sleep or delay time  FR.�0�ก%J==%.=%I�@^�ก�%=&ก%&ก02�>-> 10 ;%.[�0�ก

XFRD�ก2�3>�)�.>3)N*-ก.>   ก�%=&ก%&กE>;%.[�1N6 11 0J@IกF>D-�K' 12 -�>�1N  XRJก�%=&ก%&กE>;%.[�1N6 12 0J@Iก
F>D-�K' 14 -�>�1N XRJ;%.[�CD�K'0J@IกF>D-�K'12�>��>N[   XRJ3456�K'@^�;D� hard limit (20) 0J$D�QREF� 
client 1N6 4N78C�ก%%4K4D3F4�J$4 (misbehaving client) @IกC.)��ก0�ก%J==  E>C.-�*D��;D� soft limit 3'V> 
10 XRJ hard limit 3'V> 20  A^6�;D�).�กRD�->N[$�4�%@3'RN6*>X'R�K)�C�4;-�43F4�J$4 

ก�%)2�3>�>ก�%1N60JกRD�-CD�K'>N[0J3'V>ก�%UD-*3ABC;D� soft limit XRJ hard limit $2�F%.=7�%�4�3C�%/
ก�%=&ก%&ก  EF�;&`Xก�K,KOR/ mail.cf XRJ-��;D�ก�%3ABCCD�K'>N[R�K'E>$D->1��*,��KOR/  12�ก�%;�>OPก;D� 
hard limit 3'V> 25 XRJ soft limit 3'V> 15 XRJEU�;D� delay 3'V> 1   3456�12�3$%B0XR�-EF�C�)CD� Instructor ,��
;&`3756�1=1->ก�%3ABC;D�,��;&` 

 
ก�%ก%��3>5[�;-�4$D->F.-XRJ3>5[�;-�4$D->C.-  (Filter header and body content)  
 Postfix 4N��OU.>$2�F%.=ก�%ก%��$X'4,��34R/,�3,��)�-*ก�%EU�  regular expressions >.6>;5�34R/
0J@Iกก%��กD�>1N60J@Iก*�4%.=()* mail server 3756�1N60JK4DEF�4Nก�%EU�1%.7*�ก%,�� Server 4�ก  
ก%J=->ก�%ก%��C���12�ก�%'G��,��4IR3,��K'E>KOR/ mail.cf 02�>-> 2 =%%1.)  ()*;&`K4D02�3'V>C���EU�
ก�%ก%��1.[�$��U>�) ;&`��00J3R5�กก�%ก%��E>$D->,�� header F%5� body 37N*��*D��E)�*D��F>̂6� 

header_checks = regexp:/etc/postfix/header_checks  
body_checks = regexp:/etc/postfix/body_checks 

 



ก�%ก%��1.[�$��U>�)).�กRD�-����@^�KOR/1N6@Iก-���*IDE>K)3%Bก1�%N6 /etc/postfix  KOR/).�กRD�-C���@Iก
$%���,^[> ()*E>KOR/=%%0&)�-* regular expressions 1N60JEU�$2�F%.= filter rule  
  
ก�����������ก��
�ก��ก����ก�����ก�� IP Address 

 75[>c�>3=5[��FR.�X>-;�)�.>>N[กB;5�  3'V>K'K)�1N6UD-�,�� IP Address =��UD-� K4D02�3'V>C��� access 
K'*.�3;%5�,D�*,��;&`  3-�>3$N*XCDF>D-*��>,��;&`3'V>e&%ก�0%JF-D��'%J31+   )�-*ก�%=RB�กUD-�K�7N,��
'%J31+3FRD�>N[0J$�4�%@12�EF�;&`R)$X'4XRJ malware R�K'K)�@^� 25%   >�ก0�ก>.[> ก�%=RB�ก IP 
address range ).�กRD�->N[$�4�%@'G��ก.>K-%.$K)��Nก)�-*  3-B=KAC/CD�K'>N[3'V> network subnet ,��XCDRJ
'%J31+ 

http://ip.ludost.net  
APNIC  
Asian countries.  
58.0.0.0/8  
61.0.0.0/8  
124.0.0.0/8  
126.0.00/8  
168.208.0.0/16  
196.192.0.0/16  
202.0.0.0/8  
210.0.0.0/8  
218.0.0.0/8  
220.0.0.0/8  
222.0.0.0/8  
RIPE  
Europe  
80.0.0.0/8  
81.0.0.0/8  
82.0.0.0/8  
83.0.0.0/8  
84.0.0.0/8  
85.0.0.0/8  
86.0.0.0/8  
87.0.0.0/8  
88.0.0.0/8  
89.0.0.0/8  



90.0.0.0/8  
91.0.0.0/8  
193.0.0.0/8  
194.0.0.0/8  
195.0.0.0/8  
212.0.0.0/8  
213.0.0.0/8  
217.0.0.0/8  
AFRINIC  
Africa  
41.0.0.08  
LACNIC  
Brazil and Argentina  
189.0.0.0/8  
190.0.0.0/8  
200.0.0.0/8  
201.0.0.0/8 

 
E>ก�%EU���>C���4Nก�%EU�;2�$.6� iptables %J=& subnet 1N6C���ก�%0J drop  3UD>@��C���ก�% drop 

3;%5�,D�*1N63'V> 201.0.0.0/8  EF�EU�;2�$.6� iptables ).�>N[ 
iptables -A INPUT -s 201.0.0.0/8 -j DROP 

 
F%5�@��C���ก�%02�ก.)ก�%X�ก3A$3r7�J7�%/C 80 กB$�4�%@12�K)�)�-*ก�%=RB�ก7�%/C�56>1.[�F4)

).�>N[ 
iptables -A INPUT -s 201.0.0.0/8 -p tcp -dport ! 80 -j DROP 
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