siuuuMS q Y99 Email

Y 1 Y v 1 . Y oY 1
® Username : WEILASHIUDYUY Mail Server Gl’)!ﬁfnﬂu ¥ somsak

. 9 1 9 o 1 .
® Username@machine : RENUALHTUBYUY Mail Server n1e 11 Taw
1PYINU somsak(@ratree

. . 1 3 1
® Username@machine.domain : ﬂﬁﬂ\‘]!,L‘]J‘]Jiulﬂuiﬂlj\lu’d”liﬂﬁﬂﬁx‘lﬂ”l
9w 1 Y, 9 A = Y, 1 1
Ej'i‘]J@lNIﬂLiJuﬂullﬂ ﬁﬁ@IﬂLﬂJHLﬂﬂ’)ﬂH@ﬂMlW]ﬁ%H U

somsak(@ratree.psu.ac.th

® Username@domain Lﬂugﬂzmuﬁﬁmﬁf}a% Host 1@& MX Record U84
Name Server (DNS) 151 somsak@psu.ac.th
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From : tony@mailyou.com
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® UA : User Agent

® MTA : Mail Transfer Agent
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1. MSAAAD]IAYANTIHIOSHUMIATOINIAL mailbox ogtiaaae G Tdsunsuinly

v 1 s A v . -~ . . . . 3 9
Tun1sSUdUNaNUINA LU Linux/Unix NS /bin/mail, mailx, pine, elm 1 uau
p
P, A Y, : Y o { g .
Taen3 1$91195 99199282815 telnet 11NATDY PC 1401 1UdunToaniily Mail
9 9 Iy} 1 .
Server 112215911 11511ATUAINA1IVY Mail Server

..

Mail Server (SMTP) %@

with /bin/mail, mailx,
pine, elm, efc.

Connect to others Mail Servers



M99 1 UsunIy Mail

e Jelpnet 172.24.51.15

[¥ootPn=2 “1I#f mail ksornPsouth.cattelecom.com
Subject: test mail from linux mail program
Hello World®

Cc: ksopnPitwizard.info

[rootPBns2 ™1#

® UYUNDYU
©® mail <email address > <Enter>
A 4 ,

o ilou¥e01509 (subject) <Enter>
] gl = d

o laermvesdiua

® Ctrl+D

® ‘ﬂauﬂH cc <Enter>




31 1UsunIN PINE W14 Telnet

Connect  Edit
PINE 3.94

Teminal Help
MAIH HEHU

HELP

COMPOSE MESSAGE
FOLDER IHDEX
FOLDER LIST
ADDRESS BOOK
SETUP

quiIT

;L‘ Telnet - ynl_yonok._ac_th _

IE =

Folder: IHBOX 48 He «

Get help using Pine

Compose and send a message

Uiew messages in current folder
Select a folder to view

Update address book

Configure or update Pine

Exit the Pine program




siluuvvYe3z VY Mail (A19)

2. MITNUIDY Client-server Taoiasoa7iiy Mail client 912 AaRofUIA509 Mail Server
Tagru 15 lanoad1msSuNsaans lagmnig 11 POP3 (Post Office Protocol version 3)
Y50 IMAP 4 (Internet Mail Access Protocol version 4) Lﬁ@iﬁﬁ IR VYN mailbox VU
F5vlned s dedisoues Feldsunsuftiondarndiu Mail Client 151
Microsoft Outlook, Outlook Express, Endora, Netscape Mail !f]dngl} U

Mail Client /\ Mail Client

(POP3,IMAP4) R (POP3"MAP4)@
S Mail Server (SMTP) %
with POP Service/

s § \ IMAP Service

Mail Client
(POP3,IMAP4)
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3. MIMOUUVY Web mail AUMNTAAADIZYIIN Web Server N1 11511054 Web Mail
9J

Anfa0g U Mail Server Iagondaaor1u lnadud 113 Tanoa IMAP 19U SquirrelMail
150 Jid0a19 Client Protocol 1o d 1% Open Webmail %9 Web Server N1 Mail Server

3 v A Y A v v < Y
’E)'lﬂeﬂgl‘]_lu Server mmmﬂumaﬂuazmﬂuﬂ%

Browser

Web Server Mail Server

it/



729819 Web Mail

® yahoo.com (mail.yahoo.com)
® www.hotmail.com

® www.thaimail.com

® google.com (gmail.google.com)

® KEtc.

M19819)U51NIN Free web mail

® Horde mail (www.horde.org)
® OpenWebmail (www.openwebmail.org)
® SquirrelMail (www.squirrelmail.org )

® KEtc.
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X199 Horde mail T
o0

3 Mail :: Welcome to Horde - Microsoft Internet Explorer

File Edit Wiew Favorites Tools  Help

- W — M
- , ] = - q H .
Q Back 7, | b | | ,;,.-:| | S Search i_\.;*’ Favarites 6:“ =

Address |4] http:/jsmartmail, cattelecom, comhorde/imp] w a Go  Links **  Morton Antivirus E M

Welcome to Horde

Lsername

Password

Language QNN

Log in

:Ej Cone P Internet




#H111U89 OpenWebmail

23 24/06/2004 12:26:19 pm +0700 - Open WebMail - Microsoft Internet Explorer A=l
File Edit Miew Favorites  Tools  Help J

n

J M_/.I \ﬂ @ _h /:1] Search E:..«-’ Faworites Q‘B [j::- .?; _J ﬂ

i

&3
"

Address @https:,I',l'mail.mit.psu.an:.I:h,l'cgi-I:uin,l'n:upenwebmail,l'npenwel:umail.pI v Gl:l Links **  Morkon Ankivirus Q -

MIT.psw.
Webm

Lindszuu

=
!E!L |

STRETY:

L sz b HTTF
compression

Open WWebhail version 220 sawba?

E

(%

I@ é ﬂ Internet




HHIMVD9 SquirrelMail

23 Application Service - vt1ds=vv - Microsoft Internet Explorer

File Edit ‘Wiew Favorites Tools  Help :,"
. L] e [y} W |_‘l'
- [ 1 F \ ) - o i “ '_r'- - L ‘*I-
e Back \‘_/J \ﬂ @ % l‘j /- Search ME#\EF‘ Favorites @ [‘x___< == | 3
Address @ https: ffFirst. psu. ac, thfwebmailfsrcflogin. php W G0 Links *  Morton &ntivirus E -

souirrelbail wersion 1.4.2-1
By the Squirrelbail Development Team

vihdszuu Application Service
o | |
L | |

Vi

I@ Done é ﬂ Internet
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® SMTP (Simple Mail Tranfer Protocol)

® POP (Post Office Protocol)

® IMAP (Internet Message Access Protocol)

— —
= =
= e e ="
. bl
SMTP S
] B 1] g
Mail Server

Mail Server




SMTP (Simple Mail Tranfer Protocol)

\ Yo ¢ A A d
o Hulidslanean]lysuasdiNaserINAIoINdNNUNDS
] . W #' Y . R
® 321219 Mail Server U 1A309{1% (Mail Client)
® 327319 Mail Server A8NHIDI

o) b2 w 1 Y Y
@ ﬁ‘l?ﬂﬁﬂﬂ]‘ﬁﬂ@ﬂﬂ’J“I@‘lgﬁg“l?ﬂﬁ]ﬂﬁﬁ”lﬂ“Iﬁﬂﬁ‘]]ﬁ\‘l!llﬂwlﬂ‘]ﬂ\‘]

(mail relay)

]

Y Y c’:i::! Y
® ﬁnﬂﬁﬂ‘ﬂﬂﬂ1§ﬂ'l.|§$‘l]‘l.lﬂ1§ﬁ\‘]!3~lﬁﬂﬁﬂ T’ﬂnlﬂ
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IMAP4

(Internet Message Access Protocol Version 4)

Y d
o Huldslaneanlylumsvionuua
Y Y d d' v Y Vv
o aunsarinldenuuaannnaie q Anseunula
¢ iy s W YA o O YV y A A
o wannatiuaznulIn Server ilvidosldiioNuu Server 110

< v d' 1 d' . Ly LY g’J Y c’d' d'
® !ﬂﬂﬁﬂﬂﬂ!%ﬂ”ﬁ!‘ﬁ@ﬂﬂ@ﬂ Online AA9ANY Server ANHUDIAUINANIATIOY

. d v
Client tNaU¥ Server ANAUNIE

v v ¢ . 4
® ‘13115(1%15’0611!!34@!3‘]]‘]] Off Line "lﬂ



POP (Post Office Protocol)

o HuTsTaneanldlumsitneuua Tashindessanananueguu Mail

Server
¢ o = yA A , v o iy A A A
o mmmagaungﬂmm‘l’amﬂﬁm Client mumﬂuﬁmﬂammawuu

Server

' Yy Y ) o < 1 <’ A
o mmmmuma"lmgmw Mail Server %zwq@mqmﬂmu Tﬂamuma‘ma

U

Y . 1 Jd . 9)
uum?m Client U993 UDN (FUTDDT1UUALLUY OfT line llﬂ)

. . 1o & 9 9w 2 Pl
® Mail Client 1331 UA0953nT U UUNISIOUNALY Server

U U

o I v v .
® POP3 fﬁiﬂﬁﬂﬂ"l‘l’il!ﬂhlﬂ?]ﬁ]galﬁfﬂfJ!JJﬁ“VNclfiiJﬂﬂJ"lll ﬁlﬂ‘iﬂﬂﬂ Client [a g

“Vi‘iﬂ@uﬁf’?nuﬁ”lﬂ Server lﬂhli]ﬁ Client

? : . 1 1 J
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s lewimsisemea MX Record 130 DNS
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Yy A 'Y 2 '
® ﬁﬁﬂﬁﬂﬂ@‘lﬁﬂiﬁﬁ‘l—!ﬂﬁl’! o1 HUA ’E)‘B?)@!Naﬂluﬂﬂﬁﬁﬂf@ Host ﬂi1ﬂ§]i’)§!

e mslulszma MX Record username@hostname.domain 15

somsak@mail.psu.ac.th

® m3dszmea MX Record
username@domain 1B

somsak@psu.ac.th



M5239a0UNAANI Sendmail, POP3.IMAP4 11619

® mawaumu XWindow (tN1 Serv1ce) ﬁi@@]ﬂ%”ﬂ‘i?%ﬁ@ﬂﬂﬁ”
A9 setup VYD1 shell prompt M0V Service m"lﬂu

® sendmail (SMTP)
® dovecot (POP3 and IMAP4 Server)

® 150019A5IVABDUN U shell prompt ﬁﬂgﬂ

root@ localhost:/
File Edit Vew Terminal Tabs Help
[root@localhost /]# rpm -g sendmail -

package sendmail is not installed
[root@localhost /]# rpm -g dovecot
package dovecot is not installed

h[ruut@lucalhuat FE: I -




v v 000
N13A0H9 Sendmail, POP3,IMAP4 {14 XWindow 5552
:Q
® aﬁanmg Add/Remove Applications

v
U

® 170n318M5 Server—> Mail Server taztaonlisunsufiazAndane
® sendmail — A widely used Mail Transport Agent (MTA)
® sendmail-cf — The files needed to reconfigured Sendmail
® dovecot — Dovecot secure imap server

Y v . . YA A v Y
® 91994N19 squirrelmail nlyiaenAnfAIn e



Y X X J
N15AANS Sendmail, POP3,IMAP4 #11 XWindow (78) i
Mail Server Package Details | :.
A package group can have both standard and extra package

members. Standard packages are always available when the
package group is installed.

Select the extra packages to be installed:

T Standard Packages

sendmail - A widely used Mail Transport Agent (MTA).

~ Extra Packages
sendmail-cf - The files needed to reconfigure Sendmail.
[ mailman - Mailing list manager with built in Web access.
squirrelmail - SquirrelMail webmail client

spamassassin - Spam filter for email which can be invoked from mail delivery agents

[] postfix - Postfix Mail Transport Agent

root@ localhost:/

dovecot - Dovecot Secure imap server

File Edit Miew Terminal Tabs Help
[root@localhost /]# rpm -q sendmail =
sendmail-8.13.4-2

Kl [root@localhost /]# rpm -q dovecot
dovecot-0.99.14-4.fc4d
[root@localhost /]# rpm -q squirrelmail .
squirrelmail-1.4.4-2
[root@localhost /]# I ]




NMSAOUNN Sendmail

1. unlylua fete/mail/sendmail.me lussiafiden
N DAEMON_OPTIONS(‘Port=smtp,Addr=127.0.0.1, Name=MTA”’)
Ténlaeu 127.0.0.1 154 0.0.0.0 siartlan Nalvnnauansely

Sendmail (SMTP) 1@ 1183 run macro A38A1&3 make A4 :

root@ training:/etc/mail

File Edit View Terminal Tabs Help

[root@training mail]# make -C fetc/mail
make: Entering directory /etc/mail’
make: Leaving directory /Jetc/mail’
k[ruut@training mail]# i




a . !
N5AdUNN Sendmail (719)
2. Mmuaazeyanalriaiedlruanly smip tha Taeldtmuanlva
Jetc/mail/access 90190 VoA NI AT

localhost.localdomain RELAY
localhost RELAY
127 .0'.0.1 RELAY

I eeniudatiny
southcat.net DISCARD
cyberpromo.com REJECT
202.129.18 RELAY
172.24.51 RELAY

FanvisnaduuniseyanAln IP Address NYUAUAIE 202.129.16 1A 172.24.51
t4 ' 4 I 1Aa dd'd |

ansaly SMTP T uni frasimanilaminilu southcat.net naz

cyberrpromo.com

nniiuldnlastoyaoin access 1iiilu access.db 919i :

#makemap hash access < access



5o UNN Sendmail (A9)

3. MHEUAIANHNESY mail 1% 1a amuveasnazaansumallng

/etc/mail/local-host-names !“lf'u

itwizard.info
itwiz.info

south.cattelecom.com

ﬁ%@fﬂzclﬁ' ﬂ'ﬂu"l‘vﬁ /etc/mail/sendmail.cf ﬁx‘]ﬁ

Cwlocalhost itwizard.info, itwiz.info, southlcattelecom.com

' Y, v ANy ' . A Y
Taglild # BHNUsINANNVEA NI Fw /ete/mail/local-host-names 1o 13414
d w 2
llﬂ!%ﬂiﬂ‘ff x‘lﬁﬂ!ul‘v\l’a /etc/mail/local-host-names ﬂ&ﬁ :

#Fw /etc/mail/local-host-names



5o UNN Sendmail (A9)

4. mﬁuﬂmmﬂalumﬁumma
‘V] sendmail %u”lﬂa /etc/mall/sendmall mc ﬂi%ﬁ”l?i’i‘ﬂ’dﬁ"lﬂ
unsI¥nareilu config file Hutasefio
/etc/mail/sendmail.cf miﬂmummmmmaiﬂﬂm Default
921311 2000000 bytes Gﬁﬂﬂ1uﬁ1u13aﬂ1wuﬂ"lﬂ1u"lwa
/etc/mail/semdmail.mc 919 qm‘mm JUI:

define(UUCP MAILER MAX', '2000000"
Fedriimsnlasualu Jetc/mail/sendmail.me ud1 PRI
8189 make -C iiloutuaoud 1 410



a . 1
N5ADUNN Sendmail (M19)
® UUCP MAILER MAX : The maximum size message accepted for

transmission by the UUCP mailers.

® [UUCP : Abbreviation for Unix-to-Unix Copy. UNIX software that allows
email and news messages to be exchanged on a store-and-forward basis
between remote computers. Before the rise of the Internet, this was the
main way that remote UNIX machines were networked. It is no longer in

wide use.

5. UazgAManadNIn1g Restart Sendmail

rootd@ training:/etc/mail

File Edit View Terminal Tabs Help

[root@training mail]# service sendmail restart =
Shutting down sendmail: [ 0K ]
shutting down sm-client: [ 0K ]
Starting sendmail: [ 0K ] B
Starting sm-client: [ 0K ] |
[root@training maill# | ]

=




msnaun IMAP, POP3, IMAPS, POP3S

o
=)
ee

3 TUs5un5u dovecot (Dovecot — Dovecot Secure Imap server) 1313194
3y IMAP udﬁﬁﬁuauumﬁﬁmuﬁq IMAP, IMAPS, POP3, POP3S

J a
O lvdasutinues Dovecote A® /etc/dovecot.conf

Q msaeudlnlunsdinludlaldiiy SELinux

A (< a . .

= AouWnfily Default Y04 Dovecot 32lAan15 19911 11)5 Tnnoa imap, imaps,
pop3, pop3s (imaps = imap + ssl , pop3s = pop3 + ssl)
v QBJI :‘:’l Y A 9 d' 9 1 osj Y

= aatumeszuuANNlasansalsezmenly s Inneanasimsimiiy ou

H 1 o = o 1 4 = 1

Tvun lideanis Wihmstlanms 1¥auarensiivuan lu Iiaaeuilnas
Yy 9 9 . Y] 39 Yo 1
2199915 15w 115 Taaoa imap N1 pop3 N 1HMKUAAI1UBY protocols
] v dﬂl
SIATIORAY

protocol = imap pop3



nMsnauNn IMAP, POP3, IMAPS, POP3S (719)

A { A 9 . <3
e nisaeuilnlunsanilalyaiy SELinux 111Uy default config

dd'd = 4 [~{ 1 a d' [~{
o Tunsaininisila Service Ndl1 SELinux ttaz ldanauinuog dovecot Nl
Default 151 W@ 1150 Start Service U84 Dovecot 1@

9 9 9 9 o a 9 . 9
@ mﬁ]ﬂ‘ﬁ start “lmmﬂmuﬂﬂam/\lﬂmm dovecot Gl‘lfiflmi disable ssl A38N13
9
o 1 J = C:" [o%)
Snuam 1y Indasuinidluaeil

ssl disable = yes



root@training:~

File Edit View Terminal Tabs Help

[root@training ~]# telnet localhost 25

Trying 127.0.0.1...

Connected to localhost.localdomain (127.0.0.1).

Escape character is "*]'.

220 localhost.localdomain ESMTP Sendmail 8.13.4/8.13.4; Wed, 13 Jul 2005 08:25:27 +0700
L

telnet> quit

Connection closed.

[root@training ~]# telnet localhost 110

Trying 127.0.0.1...

Connected to localhost.localdomain (127.0.0.1).
Escape character is "A]".

+0K dovecot ready.

]

telnet> quit

Connection closed.

[root@training ~]# telnet localhost 143

Trying 127.0.0.1...

Connected to localhost.localdomain (127.0.0.1).
Escape character is "*]'.

* 0K dovecot ready.

]

telnet> quit




4 o ' a
NDINNIIMITHUDY Service ‘ﬁ‘l—!ﬂﬂ»l
= SMTP tcp 25

= [IMAP tcp 143

= POP3 tcp 110

= POP3S tcp 995

= IMAPS tcp 993

= HTTP tcp 80

= TELNET tcp23

= FTP tcp 20-21
= HTTPS  tcp 443

= DNS udp 53

= Ftc.

W

H
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msneudnuazlyany Squirrelmail

. . Aa o ' . < Jd v 1 ' o Yq 9
® Squirrelmail NAAAINALAY Linux 32411955 Tnuzii 114 a3
J Y 1 9
22 1da11 Ivaanos sy lviuu 1dau

'Y o & Y YA A o W _ _ A o 1A
® LmﬂW%TL‘]JH@]’E’N%)’LM’EW]@@NLW’J Squirrelmail V2AANNDYN
/usr/share/squirrelmail

] 9y
9 9 9 o a 9
® N3N INaII0 1FNUADIMNNTABUNN Apache 1% DocumentRoot
= : : Y A o . 39 ¥
11/% /usr/share/squirremail 130A23835M139 Virtual Host N 19 19891992
9y
090991 Virtual Host LUVN18 ] AN

<VirtualHost *>
DocumentRoot /usr/share/squirrelmail
ServerName mail.sornlinux.net

</VirtualHost>



o~ 9} ° ° '
msnoutlnuazl¥ iy Squirrelmail (o)
® dmSumMIneulnAIe1Ived squirrelmail A 115U IWdaauTn

/usr/share/squirrelmail/config/conf.pl

3 1 1 1 Y,
HASASTTIUITULBAATIAN ) NTHLNH@Q@J

QU

N

Y
U

File Edit View Terminal Go Help
SguirrelMail Configuration : Read: config.php (1.2.0)
Main Menu --

Organization Preferences
Server Settings
Folder Defaults
General Options
Themes
Address Books (LDAP)

Message of the Day (MOTD)
Plugins
Database

W00~ M w d= M=

D. Set pre-defined settings for specific IMAP servers
C. Turn color on

S Sawve data
0 Juit

IEEmmand > I

[+]

R




msnoutlnuazl¥ iy Squirrelmail (o)

o Tauiialiloe uﬂmmmmﬂ‘u Permission Glumn,mm home directory

fT"I‘Ifii‘Uﬂﬁ!,ﬂ‘]J!JJaGU’EN user LA ﬂl!"])’ﬂ@]iﬁl!@l@\‘i‘ﬂWﬂﬁLG])’@ permission 113{
fTﬁJTiﬂL"’lJfJHLiJ’dllﬂ

] Jd . . a osj . A A y & 1 3q ¢
® NUINAVDY Squirrelmail AIUITOAAN plugin !,‘Wllmllhlﬂ G]NUN’GT’J‘L!ﬂGlW
Y

) A ¥ A A B, Y Y . A A~
VAIFINTOAAAUNAL [ALae LAD1A09MT plugin WOAHTBIINN
ya d A a 9~ . .
TaneusoaId Inaaniu@y AN www.squirrelmail.org

Y

® M3AAAY Squirrelmail U1 RPM T1)sunsuaziinmsaiia Alias 1370 l4d
Jete/httpd/conf.d/squirrelmail.conf Tagsa Twiia deiiauiy
® Alias /webmail /usr/share/squirrelmail
o Fuhldannsoisenldan Web mail 181514 hitp:/hostname/webmail 14

'Y 'Y A Ax . Y d Y .
® me“lmmmﬁ%am “/webmail” 919N NHTUITIDAI N Virtual Host name

WANA httpd 19



msneutnuaz]¥ 1y Squirrelmail (719)

webmail

sSquirrelMail version 1.4.4-2

By the SquirrelMail Development Team

ERROR

Error connecting to IMAP server: localhost.

13 : Permission denied

Go to the login page

® lun3dif Login iaunailaym Permission denied A3z Haurainn
SELinux $438mM3smsunilymiog Slide oo 1




msnoulnuazl¥a11 Squirrelmail (7o)

Aaxy 9 o d' a . . . . 1 9J A
® QﬁﬂTiLLﬂ‘]JﬂJU‘VH!JJE]!,ﬂﬂ Permission Denied 910 Slide N9UHHIU

Y

' Y ¥
Y o o 1 A 1
T ilousdenetimoouanamsiounound hitpd

setsebool httpd can network connect=1

aunsoaaniuzvesnnilon ludedds

getsebool httpd can network connect

9 Q'J 9 = o 1
ﬂﬁﬂfb’fﬁ setsebool VNUUBDIVNAINTINI
Do I need to run the command : set sebool httpd can network connect=1 each time I

reboot

o Y v dy
1519115 AMUA I hitpd_can_network_connect=1 1agn115aqil

9
v A

A s . <
Tamutenulu 198 Jete/selinux/targeted/booleans.local Tagan il ua il

httpd can network connect=1

Yo w
50 19A1d4 setsebool —P httpd can network connect=1

Y

R o = A 1 J . Y wvAa
gamaatazimualulva /etc/selinux/targeted/booleans.local Tagon 1yl

=
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