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1. ®aeN Ubuntu 8.10 Server 64 Bits

e

2. AAM3 ClamAV Antivirus

B apt-get install clamav

B apt-get install clamav-daemon
3. @AAY OpenSSH

B apt-get install openssh-client

B apt-get install openssh-server
= aouilnluld /etc/ssh/sshd_config i PermitRootLogin no

4. @aralasinsy Webmin iitos1ulsanyazaIn lumssmsians
" 219 Webmin 8708149

wget http://prdownloads.sourceforge.net/webadmin/webmin_1.450_all.deb

a g}z Y o

" Gadidremids dpkg -i webmin_1.450 all.deb

o FuvotlamIRIF/ds aptget Finstall

= g nsaisen 1991y webmin #1U Browser 17] https://host name or ip:10000
5. AR Usermin 1DU3M155ANS Webmail

" 1) usermin AU

wget http://prdownloads.sourceforge.net/webadmin/usermin_1.380_all.deb

9
a v 9 o

= Glﬂﬁﬂﬂ’f]ﬂméjﬂ dpkg -i usermin 1.380 all.deb
" 3150i30n 19911 usermin W14 Browser ‘ﬁ https://host name or ip:20000
6. mi@%ﬂ@% Vitualmin “?ﬂ"lgf}ﬁ”lﬁﬁ)”lﬁ Manage your virtual domains, mailboxes, databases, applications,
and the entire server, from one comprehensive interface.
" 11 Tnan Installer édurda

wget http://software.virtualmin.com/gpl/scripts/install.sh

4 v
B MUAANTA8AT chmod +x install.sh
a g}z Y o o . 12 g}; n 9 Aa g}; Y o dy
B Gadadnemda Jinstallsh uaaaadlu'lduu Ubuntu 8.10 szuunfaaa ldaail
The systems currently supported by install.sh are:

CentOS 4 and 5 on 1386 and x86 64


http://prdownloads.sourceforge.net/webadmin/webmin_1.450_all.deb�
http://prdownloads.sourceforge.net/webadmin/usermin_1.380_all.deb�
http://software.virtualmin.com/gpl/scripts/install.sh�

Debian 4.0 on 1386 and amd64
Ubuntu 8.04 LTS on 1386 and amd64
7. 8@15”@ Postfix Mail
u aﬂ@%”\i Postfix A0 apt-get install postfix

e General type of mail configuration : Internet Site

e System mail name : south.cattelecom.com (Glﬁ'izuimuuﬁ% subdomain)

® @150 Reconfigure Postfix ﬁ}’JﬁlﬁT&Jﬂ dpkg-reconfigure postfix

® Root and postmaster mail recipient :

o Other destinations to accept mail for (blank for none):
south.cattelecom.com, mail.south.cattelecom.com, localhost.south.cattelecom.com,
localhost

e Force synchronous updates on mail queue? : No

® [ ocal networks 127.0.0.0/8 [::ffff:127.0.0.0]/104 [::1]/128

® Mailbox size limit (bytes): 0 (no limit)

® [ocal address extension character: +

e Internet protocols to use: ipv4

" srannsoneuilnauiiuAn 1§ 1WE feto/postiiv/main of
® 157901350 Restart Postfix ﬁj’mﬁ”lﬁbﬂ /etc/init.d/postfix restart
" 51E0150NAA0UNITNINIUUDN Postfix ﬁj’mﬁ”lﬁbﬂ telnet localhost smtp
Trying 127.0.0.1...
Connected to localhost.
Escape character is ']
220 mail.south.cattelecom.com ESMTP Postfix (Ubuntu)
" pENINMINAAOUINLUAAITAATJY ctrl + | 1AL quit
8. aﬂﬁ%\i POP & IMAP Server with Dovecot Server
u aﬂgﬂ @91}’381?7165{1 3 apt-get install dovecot-common dovecot-imapd dovecot-pop3d
" seunsonouiln dovecot ﬁMﬁ/etc/dovecot/dovecot.conf
= u'ldaeuilasianmnsofivua

e T1JsTanoaiili protocols = pop3 pop3s imap imaps WivtaenURMIzU1 1T Tanea
fisuily

e disable plaintext auth =no

B 579913150 Restart dovecot ﬁ)’JEJf"‘I’”If?Q /etc/init.d/dovecot restart



513015090 UNTNNNUVDY pop3 ﬁ?ﬂﬁﬁ%ﬂ telnet localhost pop3
Trying 127.0.0.1...
Connected to localhost.
Escape character is "*]".
+OK Dovecot ready.
" pEnNINMINAARUIUUAMTAATJY ctrl + | 1AL quit
9. aﬂéf\i apache2
u aﬂéﬂﬁl’lﬂﬁgﬁ apt-get install apache2
10. aﬂgf’ﬂ SpamAssassin
u aﬂg’dﬁlﬂﬂmﬁbﬁ apt-get install spamassassin
11. aﬂgf’d Openwebmail
" 41211 T1an Openwebmail §1151 Debian A28A1A

wget http://www.openwebmail.org/openwebmail/download/debian/owm?2.53-2.deb

9
a o 9 o

" QAAA28A1a4 dpkg -i owm2.53-2.deb

9 v
= haade i 1a1719ma e apt-get £ install
" paaeviienldau Openwebmail N

http://host name_or_ip/cgi-bin/openwebmail/openwebmail.pl

" Tavazfimsaanalldues Openwebmail Hislumih webpage 157
/usr/lib/cgi-bin/openwebmail
" aziimsadia Link (shortcut) 6’Iéf’e)’j”l /usr/lib/cgi-bin/openwebmail/etc Tadagumaialng
dnumssamsnouiinfidumidaniasuiiu ec/openwebmail
= shinsnoudln Openwebmail iaoe ilddai
e /etc/openwebmail/openwebmail.conf (First Priority)
e /etc/openwebmail/defaults/openwebmail.conf (Next Priority)
. mﬁﬂﬂilﬂéﬁluuﬂmﬁlqug /etc/openwebmail/openwebmail.conf (First Priority)

e domainnames south.cattelecom.com

e cnable viruscheck  yes

e cnable spamcheck yes
e cnable learnspam yes
e default_style LushGreen

" aiiasdeuntlaslulid /etc/openwebmail/default/openwebmail.conf (Next Priority)

e viruscheck pipe /usr/bin/clamdscan --disable-summary --stdout —


http://www.openwebmail.org/openwebmail/download/debian/owm2.53-2.deb�
http://host_name_or_ip/cgi-bin/openwebmail/openwebmail.pl�

e spamcheck pipe /usr/bin/spamc -¢ -x -t 60 -u @@@USERNAME@@@

(Spamc is the client half of the spamc/spamd pair. It should be used in place of

spamassassin in scripts to process mail)

® learnspam_pipe /usr/bin/sa-learn --spam

® learnham_pipe /usr/bin/sa-learn —ham

e default locale th. TH.TIS-620 W30 th TH.UTF-8
e default msgsperpage 20 (ﬁi’mmﬂﬂwmwiawﬁﬁ)

o default_filter badaddrformat yes (lifuaanmeivodasiiyunnhigndos)
o default filter fakedsmtp  yes (lFUsANINB9 1IN SMTP 1F5 1003 a0w)
o default filter fakedfrom  yes (hisuaavneiildveddaow)
o default filter fakedexecontenttype  ves (WiSuvanmenfimsaousiavestoya)
» Tunsdiinedymaendundnidludoanumelng udrifleai
“Wide character” (Wide character in subroutine entry at /ust/lib/cgi-
bin/openwebmail/modules/tool.pl line 160.)

Y { . .
ot Q%ﬂﬁ!,!,ﬂﬂﬂluﬁﬂf:]}ﬂ http://openwebmail.acatysmoof.com/archive/html/owm-devel/owm-

U

devel.200708/msg00006.html

= = = o Jd o o
F91n903 UTF 8 Nilayrinlumseiuayunessuludagiuues perl's CGLpm module Tag
TnSudda
perl -e 'use CGI; print "$CGI::VERSION\n";'
A J o Y [ A d o < £ Y 4
NN UIDIYUUDNY CGLpm 205U 3.21 NIDGINI ﬂmmgﬂummﬂuwﬂm CGLpm
J 9 H ] '
TuszuvvesgmIaeldmds find / -name CGLpm Mnviuldununyssianldennumn
my $utf8 = $charset eq 'utf-8";
Y 9
AYUDAIY
my Sutf8 =0;
9
12. A9 MainScanner
9 J
" GaAamemaa apt-get install mailscanner
A a ¥ <3 A o o w 2
LR N G ER R AR TS I TR K
Please edit the file /etc/MailScanner/MailScanner.conf according to your needs. Then configure

sendmail or exim for use with mailscanner.

After you are done you will have to edit /etc/default/mailscanner as well. There you will have to
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http://openwebmail.acatysmoof.com/archive/html/owm-devel/owm-devel.200708/msg00006.html�

set the variable run_mailscanner to 1, and then type "/etc/init.d/mailscanner start" to start the
mailscanner daemon.

Gunouilndiomsdal Postfix vgamahaudaemida

/etc/init.d/postfix stop

a¥13'ladAnesd iy SpamAssassin 11921FA Permission A20A1H

mkdir /var/spool/MailScanner/spamassassin

chown postfix /var/spool/MailScanner/spamassassin

drsoaazud lvaeuTnueq MailScanner 4287144

cp /etc/MailScanner/MailScanner.conf /etc/MailScanner/MailScanner.conf.bak

vi /etc/MailScanner/MailScanner.conf

LG?fGIﬂIT’IJEN /etc/MailScanner/MailScanner.conf Lﬂuﬁdﬁ

%org-name% = ORGNAME

%org-long-name% = ORGFULLNAME

%web-site% = ORGWEBSITE

Run As User = postfix

Run As Group = postfix

Incoming Queue Dir = /var/spool/postfix/hold

Outgoing Queue Dir = /var/spool/postfix/incoming

MTA = postfix

Virus Scanners = clamav

Spam List = SBL+XBL

SpamAssassin User State Dir = /var/spool/MailScanner/spamassassin

5 postfix AT

postconf -e "header checks = regexp:/etc/postfix/header checks"

un v header checks ﬁ}?ﬂﬁiﬁl’lﬂ

vim /etc/postfix/header checks

udissiiase T T 0 T

/"Received:/ HOLD

11013 disable permission check "lli’]ﬁllﬂlgﬂ‘ﬂi’)di' MailScanner A380113 comment out (t®
Lﬂdi"eN‘Viiﬂfl #900) ﬁﬁﬁﬂiiﬁlﬂﬁlﬂu check directory (check dir) HAZATNAIY /var/* 31U 4
V3390 I8 Jete/rc2.d/S20mailscanner

@ MailScanner 5iM3 start A8Y boot 173098 3M3nuam 11 g ete/default/mailscanner

Y .
Tvin run_mailscanner=1
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® 911015 Start MailScanner (8¢ Postfix @N‘ﬁ
/etc/init.d/mailscanner start
/etc/init.d/postfix start

= ileweilymid
Could not read directory /var/spool/MailScanner/incoming at
/usr/share/MailScanner//MailScanner/Config.pm line 2488
Error in configuration file line 166, directory /var/spool/MailScanner/incoming for
incomingworkdir does not exist (or is not readable) at
/ust/share/MailScanner//MailScanner/Config.pm line 2812
Could not read directory /var/spool/MailScanner/quarantine at
/usr/share/MailScanner//MailScanner/Config.pm line 2488
Error in configuration file line 170, directory /var/spool/MailScanner/quarantine for
quarantinedir does not exist (or is not readable) at
/usr/share/MailScanner//MailScanner/Config.pm line 2812
Thhmsalaoushvesvesladanes varspool/MailScanner §8F1d
chown -R postfix:postfix /var/spool/MailScanner

13. U5uunany@y

Y
" Sruauinaued Iidlums Atachment lddremstloudoanuae lutimn 1w lvd

/etc/postfix/main.cf
message_size limit = 40960000
» Junsdifiendudagnéions lSdan <tuiin” Tud v g
/usr/lib/cgi-bin/openwebmail/etc/openwebmail.pl LA
/usr/lib/cgi-bin/openwebmail/etc/default/openwebmail.pl 1ﬁ)ﬁ1lﬂuﬁiﬁ’
forced moveoldmsgfrominbox  no
default moveoldmsgfrominbox no
14. M3YeanuUMsYNFNUU Postfix

usmsiimedee Ui devie g mail.cf

smtpd_error_sleep time = 2s

smtpd_soft_error_limit= 10

smtpd_hard error limit = 20

a A a 1Y I @ [ [ o 2
DB VUNIUAN VFTNALS L)1 sleep or delay time uuﬁ'ﬂ‘ﬁaﬂﬂ’lﬂig‘ﬂﬂ5U§5@ﬂ15uﬂ§ﬂﬂ’lu'}]u 10 39

Y ' 9 H
nnurastuaowReIny msyngnluased 11 szgnruaalyl 12 3 sazmsyngnluasei 12
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Y Y 1]
vzgniaall 14 3t wazasade llszgamiaahilvhwestl wazilielidenn hard limit (20) vz dana
19 client 7 Hing@AnssuTimunzaw (misbehaving client) gn@ADONIINTZU

15. lunsdindidavinlaiaansaganalilifa Hotmail 50 Yahoo 18 veuuzihlvimslSunauiie 141

SPF (Sender Policy Framework) 9@ 11150990ya 147 URL 4198191

http://www.itmanage.info/technology/linux/ubuntu/spf/install_spf on_postfix ubuntu_dns.pdf
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