YUADUMIAAANT Exim Mail + Openwebmail
as1/lae eans V12599
dasiuie 11 Uguieu 2553

NAaoUUY ubuntu 10.04

1. @A Ubuntu 10.04 Server

A3

2. @AA3 ClamAV Antivirus

B apt-get install clamav

B apt-get install clamav-daemon

Y
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3. A9 OpenSSH

®  apt-get install openssh-client

®  apt-get install openssh-server

= aeuilnlld /etc/ssh/sshd_config 1 PermitRootLogin no

9
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4. aaaaldsUnIy Webmin oo 1128 uaza1n lUmMILI 1139003
" 312 Webmin S84

wget http://prdownloads.sourceforge.net/webadmin/webmin_1.510-2_all.deb

9
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B AaAeA28f1a4 dpkg -i webmin 1.510-2_all.deb
" fwvetlam W 19edq apt-get £ install

= gnsaisenlHau webmin WY Browser https://host name or ip:10000

Y
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5. @9 Exim Mail

9
a o

" GAAd Exim Mefaa apt-get install exim4

9 v
B @63 exim4-config ABAI apt-get install exim4-config

Yy 9 9 o

] H Y
" Aauiln exim4 AIUIATO9ID eximd-config N lannad 13udIR18A 199 dpkg-reconfigure eximd-config
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15", &
~ad”, Please select the mail server configuration type that best meets your a
“&”, needs. =1
"é”r 3
~d”, Systems with dynamic IP addresses, including dialup systems, =should E
~&”, generally be configured to send outgoing mail to another machine, called &
~&”, a 'smarthost' for deliverv because many receiving systems on the &
~d”, Internet block incoming mail from dynamic IPF addresses a=s spam E
~&”, protection. &
"é”' 3
“a”, L system with a dynamic IP address can receive its own mail, or local E
“&”, delivery can be disabled entirely (except mail for root and postmaster). &
ma B
uén' a E
éJ'.'€érr€E‘:J'.'€ér.'€E‘:rr€E‘:J'.'gét}gE‘:Jrgé:rgE’:rr€E‘:J'.'€ér.'€érr€éJ'.'€érr€E‘:J'r€é:’gérrgé:rgér}gér}gé:’gér}gé:p-u

1A Internet site; mail is sent and received directly using SMTP

@ roct@mail: ~

TEATEAMEATEATEATEATEAVEATEATEATEAVEATEATEATEATEATEAVEATEATEAVEATEA ™ Mail
ed”, General type of mail configuration: ar,
é”r é",

" internet site; mail is sent and received directly using SMTP ar,

0 mail sent by smarthost; received wia SMTP or fetchmail ar,

o mail sent by smarthost; no local mail av,

0 local delivery only; not on a network ar,

o no configuration at this time av,

r é"r

r é"l

<0k> <Cancel> El

é —
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A Ed~"Ea"Ea"Ea €A E4 €A EA"EA"EA"EA"EA"EA"EAVEA"EA"EA"EA"EATEAVEAVEEAVEA"EA " Mal

s

L&”, The 'mail name' is the domain name used to 'qualify' mail addresses
~&"”, without a domain name.
g,

e

a
“&”, This name will also be used by other programs. It should be the single, &
~&"”, fully qualified domain name (FQDN). a
r.'é"' &
~&”, Thus, if a mail address on the local host is foofexample.org, the &
~a”, correct value for this option would be example.org. a
r.'é"' &
“d”, Thiz name won't appear on From: lines of outgoing messages if rewriting El
~&”, i= enabled. &
Iléll é
“&”, System mail name: &
!.'éll é
r —
el coavege.ingo

e 2 or
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AT, <Ok <Cancel>

e 2 or
27y
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= Siuuziinuend 115110 IP Address Y99 connection N1 Exim 9% listen 928103891118 semicolon ()

1Y Y Yy . 0w A ' . & e v & '
LL@]E]”ILTIJ’N“’J%%L‘]JHﬂ”Ii listen ﬁ11’ii‘]Jm’iLGI)"E)3J91@GIJ@Q1Qﬂ network interface cﬁmauuimaﬂ Ok NOU
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a”, Please enter a semicolon-separated list of IP addresse=s. The Exim SMTFP
“&”, listener daemon will listen on all IP addresses listed here.

H
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H
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a”, An empty value will cause Exim to listen for connections on all
a”, available network interfaces.

o & oor
av,

[

~&”, If this svstem only receiwves mail directly from local services (and not

EE

a”, from other hosts), it is suggested to prohibit external connections to
~d”, the local Exim daemon. Such services include e-mail programs (MULS)
~&”, which talk to localhost only as well a=s fetchmail. External connections
~&”, are impossible when 127.0.0.1 i= entered here, as this will disable

EE

a”, listening on public network interfaces.

EE

=1
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" 91n1uNTou IP Address U949 Network Interface 19219 Exim ¥1015 Listen @4 lunilidonilu Local

Host 1482 IP Y94 Mail Server 431/
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Package configuration -

ETEATEATEATEATEAVEATEATEATEAVEAVEATEAVEATEAYEAYEEA"H Mall Sexrver confign
&47”4", IP-addresses to listen on for incoming SMTP connections:

<Cancel>
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" Fontatenig (destination) NALYDUIUVINA a9 lunt@enilu itmanage.info ﬂWNIﬂ!Nu@M@ﬂﬂLWNulﬂ

Fremsen TaiA3 9aMue semicolon
@ roct@mail: ~ = o =)

AT Ed"Ea €4 Ea"Ea"E4"EA"EA"EATEA"EA"EATEAEA"EA"EAVEA"EA"EA €A EATEATE4A"EA"H Mal
147, Please enter a semicolon-separated list of recipient domains for which
&4~ , this machine should consider itself the final destination. These domains
~&d”, are commonly called 'local domains'. The local hostname

a”, (mail.itmanage.info) and '"localhost' are always added to the list given
here.

s (0 U Ue U (U (U

a
1
4", By default all local domains= will be treated identically. If both
a a.example and b.example are local domains, accla.example and
a acclb.example will be delivered to the same final destination. If
4~ , different domain names should be treated differently, it i=s necessary to
1

a

a

1

1

s [ e s

&7, edit the config files afterwards.

s fus

Other destinations for which mail is accepted:

s

m

4@ cranage.ingo |

2
&, <0k> <Cancel>
i

W s U (U

T A AT ST AT AT AT AT A S AT E AT AT AT AT AT AT C AN S AT E AT ATEATEATEATE AT

" go'llsgimuainng1dinToeweus1v1n1s relay mail 190 TAMUY0IR5 (recipient domains) Tatuu
Y & =2 o d o 1 1 dy A a = o 1 @
lathe Fanmedeszuvaziumad sy Tawumarinnyngiuudueeiiiea tazinsdalle
[ 1 1 * e d o [ 1 4
Tamusananaungueduaag Tamu (local delivery rules) ¥3asatiog l4alsz Tomidmiumsdaund
#1507 5UA5Y Mail Client 19U Outlook Taendsaziloumvedlamui Mail Client ¥msaraud 1/
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Faluntlimuasnuuang 15teuds lmeagl



@ roct@mail: ~
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147, Please enter a semicolon-separated list of recipient domains for which a
“&”, this system will relay mail, for example as a fallback MX or mail &
4", gateway. This means that this system will accept mail for these domains El
“&”, from anywhere on the Internet and deliver them according to local &
“&”, delivery rules. El
:rérr' &
~a4"”, Do not mention local domains here. Wildcards may be used. El
:rérr' &
~&”, Domains to relay mail for: a
uéu' a
WEMvahoo . com;hotmail . com; gmail . com &
uéu' a
- <OK> <Cancel> &
uéu' a =
J}é":’ér}gé:’gé:’gér}gé:}gé:’gér}gér}gé:’gé"gér}gé:’gé:’gérrgéJ'rgéJ'.’gé"gér}gé:’gérrgérrgé:rgé:rgérrgérrgé

£
€|
S T e e AT e AT AT e AT E AT TS A TE AT AT E AT E AT EATEATEATEETEATEATEEY "

' < o ' [ . 4 @ x
" goliazidlumsmruaingiazeeusuns relay mail uu15@eu lvludnyazvod Smarthost &4
= . a &£ A v v g 2 o
Smarthost 18D mail relay server ¥UAN U malgmum% SMTP Server 3IALTUNN (route) E)L‘lJEﬂ“]JEN
. . . 4 - [ I I
intermediate mail server 154 1183 recipient’s server T reamnsammuaiiuguundu
] I ' ‘dy ] o . I o Y
address/prefix 194 194.222.242/24 Wudy ualuniis 13181 mail server 1913)4 smarthost d14150

host 1 9 3a3uam 3
£P roct@mail: ~ =5 =R

ét}aé:’€é:rgéngér}gér}€é:’€é:’€é"€ér}€ér}€é:’€é:rgér’gér}gér}€é:’€é:’€é"€érr€ér}€é:’€é:’€é"€ér}n
14”7, Please enter a semicolon-separated li=st of IP address ranges for which
“&”, this system will unconditionally relay mail, functioning as a smarthost.
!Jél!

“d", You should use the standard address/prefix format (e.g. 194.222.242.0/24

~“a~, or 5f03:1200:836f::/48).
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e fUe B [Ue e (e

e 2 er

a”, If this system should not be a smarthost for any other host, leave this
“d"”, list blank.

e 2 er

a

e fue £ U

“&”, Machines to relay mail for:

e 2 er

a

!Jél!
A, <0k> <Cancel>
rr 2w

a
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1 { o 4 A d 1 ~ 1 1 3 1
" go'lUeziNeIny DNS lookup H301AT09M1T 1 Dial-on-Demand 1@ 1415113119 Dial-on-demand 1 13

Aoaaule (disabled) Tagldnan ok awgilnow
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4", In normal mode of operation Exim doe=s DNS lookups at startup, and when
8%, receiving or delivering messages. This i= for logging purposes and

" ,a"%, allows keeping down the number of hard-coded walues in the

47, configuration.

-
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&7, If this system does not have a DHS full service resolver avallable at
87, all times (for example if its Internet access is a dial-up line using
A", dial-on-demand), this might have unwanted conseguences. For example,

8%, starting up Exim or running the queues (even with no messages waiting)
”,&"%, might trigger a costly dial-up-event.

.
fur
-

s U s U s Qs

~”,8%, This option should be selected if this =ystem i=s using Dial-on-Demand.
&7, If it has always-on Internet access, this option should ke disabled.
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Package configuration >

A“Ea~EarEa~Ea"Ea"Ea"Ea"EA"EATEa EAYEA"EA"EA" Mail Sexrver

Keep number of DNS-gqueries minimal (Dial-on-Demand) ?

<Yes>

S e e e TS AT S TS AT AT AT AT ST E AT AT AN ATE AT EATEATEATEATEA"E
srEsTEETEATE srsgrssrss
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< o {1 @ Y :
Exim aunsonumavesdsulilugiuoiiaeduld Tasnaluudr9e 1% mbox taz Maildir daduilu

W (d o o < s & 1 . 19 q 9 g .
mbox ﬁ]zclﬁv”lwammamiumimmuamwmm%ag‘w /var/mail A1 1% Maildir 1NN <] single message
A

< I @ 1A v = ) 2 A @
vrganululWafiuennu Tasvzegh ~Maildir/ ualudtisidmualiinui mbox asgy
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AT EATEA"EAVEATEATEATEAVEATEANEAVEATEATEATEAVEATEANEAVEAVESATEAEAVEATEAEAY Ha]
1&~, Exim i= able to store locally delivered email in different formats. The &
“&d”, most commonly used ones are mbox and Maildir. mbox uses a single file a
~&”, for the complete mail folder stored in /var/mail,/. With Maildir format &
~&d”, every single message is stored in a separate file in ~/Maildix/. =1
r}é:.’ é
~4”, Please note that most mail tools in Debian expect the local delivery =1
~&d”, method to be mbox in their default. a
:Jé:.v é
~a”, Delivery method for local mail: E
rré:r' 3
&
AT, Maildir format in home directory 1
I!é!! é
uéu é‘: E
&7, <Ok <Cancel> &
IJéIJ é
J'ra".:.'J'rér.'€ér}gér}gE‘:r}géJ'r€é:.'gé:.’gé"gér}gér}gér}géJ'r€éJ'.'ga".:.'gér.'gér}gér}€ér}géJ'r€é:.'gé:.’gé"gér}gér}gér}gé
oo
é"€é"€é"€é”€é”€é”gé"€é"€é"€é"€é”€é”€é”gé"€é"€é"€é"€é”€é”€é”€é"€é"€é"€é""

v 9 1

aunsauon (split) Idaouilndlulvdiandes 9 18 ualuiitinen No e linendes dszil
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_én' :
“&”, The Debian eximd4 packages can esither use 'unsplit configuration', a &
~&”, single monolithic file (/etc/exim4/eximé4.conf.template) or 'split &
~ad”, configuration', where the actual Exim configuration files are built from &
&7, about 50 smaller files in fetc/eximd/conf.d/. &
IJéIJ é
~&d”, Unsplit configuration is better suited for large modifications and is a

~&”, generally more =stable, whereas =split configquration offers a comfortable &
47, way to make smaller modifications but is more fragile and might break if &

“&”, modified carelessly. &
A &
~a”, A more detailed discussion of split and unsplit configuration can be El
~4"~, found in the Debian-specific README files in Jusr/share/doc/eximé4-bhase. &
I!é!! é

s
m

~&”, S5plit configuration into small files?

o 2 or
a7y

A, <Y¥Yes> &

o 2 or
25y

g srg i g drgdrgingiagirgdngiagingingirgiagingiagirgingiag i irgirsirgire S TS

e e T e T e AT AT AT E AT AT TS TS A TE AT EA TS TEATEATEA TS EATESTEST" -

ay P 4 . . A a

Lﬂﬁmﬁﬂﬁ]WﬁﬂWﬁﬂ’e’]uWﬂVlﬂﬂVlV\la /etc/exim4/update-exim4.conf.conf sazanngoud luiaay ]

J a A I o dy
AMNMIADUNNNHIUL VL UATY
dc_eximconfig_configtype='internet'
dc_other hostnames='itmanage.info;localhost'
dc_local interfaces='127.0.0.1 ; 202.129.16.24'
dc_readhost="
dc_relay domains="yahoo.com;hotmail.com;gmail.com'
dc_minimaldns="false'

dc_relay nets

Y

f

=4

Y



dc_smarthost="
CFILEMODE='644'
dc_use split_config="false'
dc_hide mailname="
dc_mailname_in_oh='true'

dc_localdelivery="mail spool'

Y
6. AAAY POP & IMAP Server with Dovecot Server

Y J
a (4 o v

" Gaddalemad apt-get install dovecot-common dovecot-imapd dovecot-pop3d
" ensonouiln dovecot ﬁll‘l/\lé/etc/dovecot/dovecot.conf
" uldneudnmiannsaiiviua
o TsTaneaiilu protocols = pop3 pop3s imap imaps ¥3eidene iz Tls Tnneafisuiy
e disable plaintext auth =no
® 5790130 Restart dovecot ﬁ)’mﬁﬁ?" 3 /etc/init.d/dovecot restart
" 51ENTINATOUMITNINIUUDY pop3 Sﬁa}l’JEJf"‘l’”lﬁ'lQ telnet localhost pop3
Trying 127.0.0.1...
Connected to localhost.
Escape character is "*]".
+OK Dovecot ready.
" 9ONIINMINATOUINLUAWMITAALIY ctrl + | 1A INUIN quit
7. aﬂéﬂ apache2
m aﬂg’dﬁl’mﬁﬁbﬁ apt-get install apache2
8. aﬂéfd SpamAssassin

P
v 9 o

" QAAIN8AT4 apt-get install spamassassin

D

Y
9. AN Openwebmail
o o o . o o
" a1l lvan Openwebmail 811131 Debian A

wget http://www.openwebmail.org/openwebmail/download/debian/owm2.53-2.deb
" AAAaRa8f1aa dpkg -i owm2.53-2.deb

= Haadelilalw g apt-get —f install

" Garademas dpke -i owm?2.53-2.deb SAS4 116919921 error A5 10azBUATIaAN 1 liidDeauTY
mszaiuansaldauldnsy
dpkg: dependency problems prevent configuration of openwebmail:
openwebmail depends on libmd5-perl; however:

Package libmd5-perl is not installed.

dpkg: error processing openwebmail (--install):


http://www.openwebmail.org/openwebmail/download/debian/owm2.53-2.deb�

dependency problems - leaving unconfigured
Errors were encountered while processing:
openwebmail
= D) oA
NAOUVITIN 15911 Openwebmail N

http://host_name_or_ip/cgi-bin/openwebmail/openwebmail.pl

Tavziinsaana 1ilduns Openwebmail AdlunT webpage 147
/ust/lib/cgi-bin/openwebmail
wazfinsa?1a Link (shorteut) ¥031 /ust/lib/egi-bin/openwebmail/ete lilgadumia ddniunms
Sansnouilnfidiaias uily /etc/openwebmail
; v

MM 3AoUTA Openwebmail Nerod IWldaail

® /etc/openwebmail/openwebmail.conf (First Priority)

o /etc/openwebmail/defaults/openwebmail.conf (Next Priority)
ﬂ'ﬁﬁﬂ’ﬁ Lﬂﬁﬂuuﬂaﬂu“lmf /etc/openwebmail/openwebmail.conf (First Priority)

® domainnames south.cattelecom.com

® cnable viruscheck  yes

® cnable spamcheck yes

® cnable learnspam yes

e default style LushGreen
ﬂHﬁﬂ?ﬁ LﬂﬁauuﬂaﬂuM’S /etc/openwebmail/default/openwebmail.conf (Next Priority)

e viruscheck pipe /ust/bin/clamdscan --disable-summary --stdout —

® spamcheck pipe /ust/bin/spamc -¢ -x -t 60 -u @@@USERNAME@ @@

(Spamc is the client half of the spamc/spamd pair. It should be used in place of spamassassin in

scripts to process mail)

® [earnspam_pipe /usr/bin/sa-learn --spam

® learnham_pipe /usr/bin/sa-learn —ham

e default_locale th TH.TIS-620 1130 th TH.UTF-8
e default msgsperpage 20 (ﬁmau%wmwiwﬁﬁ)

o default filter badaddrformat yes (Lisusavnefivedasdizluuyhigndeq)

o default filter fakedsmtp  yes (lFUsANINBIN SMTP 1F5 1003 /a0w)

o default filter fakedfrom  yes ¥i30 no (li§uaavaneiildveddalasu)
dudeniily yes orovzdanaldudnsu 1@ legfimduos

o default_filter fakedexecontenttype yes (hifusanmeniimstaoustiavesdoya)


http://host_name_or_ip/cgi-bin/openwebmail/openwebmail.pl�
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" Junsdinweifamiiiofnds OpenWebmail a2 Exim wel)) fl#Aads Exim lvsiuza3y ddlWaneu

v v
1 %4

TnélanadiodiAn 1AL19IATI OpenWebmail Anamilouiu asatllsase Y dalddaunnaeniinves

U

v
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Openwebmail 13d38azAfigan3y
10. USuuaaiui
" Smuaunavedlldlums Atachment 11 1d@emstloudannuse luilidn 1l Wg
/etc/postfix/main.cf
message_size limit = 40960000
= Junsaifiemdudagndiomd lSdan <tuiin” TudlyIvg
/ust/lib/cgi-bin/openwebmail/etc/openwebmail.pl LS
Just/lib/cgi-bin/openwebmail/etc/default/openwebmail.pl 1A NTIUA 41
forced moveoldmsgfrominbox  no
default moveoldmsgfrominbox no
1. Tunsd@nidaym liawsoduud 118 Hotmail w3e Yahoo 18 veuuzihliinsySuuaaite 195 SPF (Sender
Policy Framework) #aausagdoya’léh URL 1aghadl

http://www.itmanage.info/technology/linux/ubuntu/spf/install_spf on_postfix ubuntu_ dns.pdf

AU



